Republic of Iraq - Ministry of Higher Education and Scientific Research

Northern Technical University

Bachelor's degree in Cybersecurity and Cloud Computing techniques Engineering

Four years (Eight semesters) - 240 ECTS credits - 1 ECTS = 25hr

Program Curriculum (2023 - 2024)
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SSWL (hriw) Exam SSWL | SWL Module Prerequisite
Level Semester No. Module Code Module Name in English A ) Balal) anad Language hr/sem ECTS Tyne Module(s)
CL (hr/iw) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hr/w) hr/lsem hr/sem hr/sem yp Code
1 BCYSCE100-S1 Mathmatics bl ) English 3 1 1 3 64 61 125 5.00 S
2 BCYSCE105-S1 Linux Administrator Sl 3 5030 English 2 3 1 3 79 96 175 7.00 B
3 BCYSCE102-S1 Fundamentals of Programming A pll ol English 2 3 0 3 78 97 175 7.00 B
BCYSCE104-S1 i il | dowaied) ciloabad
one 4 Fundamentgls of.EIectncaI il gl Ausigh) il English 2 3 0 3 78 72 175 | 7.00 c
Enaineering
5 BCYSCE103-51 Introduction to Sociology glaiay) ale ) dasia Arabic 2 0 3 23] 42 75 3.00 C
6 BCYSCE102-S1 Human rights and Democracy k) jiasn g el (358 Arabic | 1 0 3 18 7 25 1.00 C
Total 12 0 9 0 1 2 18 350 750 30.00 24
SSWL (hriw) e SSWL Uty SWL Module Prerequisite
Semester No.  Module Code Module Name in English Al al) Bakal) anud Language e ECTS "L .  Module(s)
One CL (hriw) Lect (hr/w) Lab (hr/iw) Pr (hr/w) Tut (hr/iw) Semn (hr/w) hr/sem hr/sem hr/sem yp Code
1 BCYSCE101-52 Digital Electronics (a5 el g 1S English 2 3 1 3 79 121 200 8.00 B
i ili dad )l g slaay) ) dadd English
2 BCYSCELD.52 Introduction to .Pr.obablllty and 2l g slaal) I dasia nglis 2 2 1 3 64 61 125 500 c
Statistics
3 BCYSCE107-52 Obiject oriented programming Aipid) Aaa English 2 3 1 0 3 93 107 200 8.00 C
Two 4 BCYSCE108-52 Introduction to Cyber security | ssed) ¢a¥) dutia clasld |English 2 2 1 1 3 79 96 175  7.00 B
5 BCYSCE110-52 Arabic Language Ay e dal Avrabic 1 0 3 18 7 25 1.00
6 BCYSCE109-52 Bath Party Crimes ) A il a Avrabic 1 0 3 18 7 25 1.00 C
Total 10 0 10 1 1 3 18 351 399 750 30.00 25
. . SSWL (hr/w sswL 22" swL Prerequisite
Level Semester No. Module Code Module Name in English Lo a0 el o Language (hriw) ST ! ects Module o dule(s)
CL (hr/w) Lect (hriw) Lab (hr/iw) Pr (hriw) Tut (hr/w) Semn (hr/iw) hr/sem  hrsem hr/sem hrisem Type Code
1 BCYSCE200-S1 Computer Electronics pmlall il Engish 2 3 3 78 47 125 5.00 c
2 BCYSCE205-S1 Discrete Math okl sl Engish 2 1 3 48 52 100  4.00 c
3 BCYSCE202-S1 Database system EERVIFE RN Enotsh 2 3 3 78 47 125 5.00 s
One 4 BCYSCE204-S1 Python Programming for Cybersecurity Sl e S A English 2 2 3 63 87 150 6.00 C
5 BCYSCE203-S1 Operating Systems s ol Enotsh 2 3 3 78 72 150  6.00 c
6 BCYSCE201-S1 Network mrrastruct:;rﬂehanu Administration Q\S._\JJU m‘ 53eaY) 50 ytaa English 1 2 3 48 52 100 400 C
Total 11 0 14 0 0 0 18 393 357 750 30.00 25
. . SSWL (hr/w sswL 7> swL Prerequisite
Two Semester No. Module Code Module Name in English A) ) Babal) s Language ( ) =ETT ! ECTS Gl Module(s)
CL (hr/w) Lect (hriw) Lab (hr/iw) Pr (hriw) Tut (hr/w) Semn (hr/iw) hr/sem  hrsem hr/sem hrisem Type Code
1 BCYSCE200-S2  |Computer Networks Galall i Engish 2 2 0o 3 63 62 125  5.00 c
2 BCYSCE205-S2 | Data structures il JSla Englsh 2 2 3 63 62 125  5.00 c
3 BCYSCE202-S2 | Database security Sl se 8 e Aial Engish 2 3 0o 3 78 72 150  6.00 c
Two 4 BCYSCE204-S2  |Computer Organization and Architectures Copalall By Jlena s a5 English 2 3 3 78 47 125 5.00 C
5 BCYSCE203-S2  |Network Security B Engish 2 3 0o 3 78 72 150  6.00 s
6 BCYSCE201-S2  |Cybersecurity Professional ethics ol a1 A English 2 0 3 33 42 75 3.00 B
Total 12 0 13 0 0 0 18 393 357 750 30.00 25
USSW Prerequisite
L Lc NI Mol o Moo nl L NI (I 11 1 i SSwL (h”w) Exam SSwL 1 SWL CoTco Module v Aql L
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CL (hr/w) Lect (hriw) Lab (hr/w) Pr (hriw) Tut (hr/w) Semn (hr/iw) hr/sem  hr/sem hr/sem hrisem

BCYSCE300-S1 Introduction to Cryptography il ) Aaxia English 2 2 3 63 87 150 6.00
BCYSCE305-S1 Introduction to Hardware security s el Al ) Aasia Englsh 2 2 1 3 64 86 150 6.00
BCYSCE302-S1 Digital Signal Processing [P ESENER N Engish 2 2 3 63 62 125 5.00
BCYSCE304-S1 Mobile and wireless networks Aliiall 5 LS Szl English 2 2 1 3 64 61 125 5.00
BCYSCE303-S1 Fundamentals of Cloud computing el Fa sl sl English 2 2 1 3 64 86 150 6.00
BCYSCE301-S1 English Language Y1 4 English 2 3 33 17 50 2.00
Total 12 0 10 0 3 18 351 399 750 30.00
SOW
Module Code Module Name in English A JAl) Balal) sl Language SSWL (hriw) Exam  SswL 'b Swt ECTS
CL (hriw) Lect (hr/w) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) Nr/sem  hysem hr/sem hrisem
BCYSCE300-52 Mobile and wireless networks security alasiall s LALLM el il English 2 2 1 3 64 61 125 5.00
BCYSCE305-S2 Secure software development Y] lamal il s English 2 2 3 63 62 125 5.00
BCYSCE302-S2 Operating system security BEINAEER] English 2 2 1 3 64 61 125 5.00
BCYSCE304-52 | a0 tomd CyDerses s Atacks and B el a¥ly sl [EVOISD 1 2 103 49 101 150  6.00
BCYSCE303-52 Engineering Analysis gl el English 2 2 3 63 12 75 3.00
BCYSCE301-52 Cloud Computing security o) dons ol el English 2 2 1 3 64 86 150 6.00
Total 11 0 12 0 4 18 367 383 750 30.00
w
Module Code Module Name in English Lpual 1 5alal) Language SSWL (hriw) Bxam  SswL 7Y sw ECTS
CL (hriw) Lect (hriw) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) Nr/sem  hysem hr/sem hrisem
BCYSCE400-S1 Intrusions Detection ERAEATEY Englsh 2 3 3 78 72 150  6.00
BCYSCE405-S1 Research Methodology Gl Amgie English 2 1 3 49 26 75 3.00
BCYSCE402-S1 Al for Cybersecurity Engineering ol G G elilayl iy (ENDISh 2 3 1 3 79 71 150  6.00
BCYSCE404-51 | /o0 o YDSrSECUIIY: BINICATHACKING | ) e sl 4401a) i i e |EPOISD 1 3 3 63 112 175  7.00
BCYSCE403-S1 Cloud Application ol Bl s Englh 2 3 1 3 79 46 125  5.00
BCYSCE401-S1 Graduation Project Design AN g 5 she pras English 2 1 3 34 41 75 3.00
Total 9 0 12 2 4 18 382 368 750 30.0
UsSW
Module Code Module Name in English Lona) 1) B3kal) Language SSWL (hriw) Sau  EEL SWL eers
CL (hriw) Lect (hriw) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) Nr/sem  hysem hr/sem hrisem
BCYSCE400-52 IT Project Management Cilaglaall L S5 g a5y |ENOIH 2 2 3 63 62 125  5.00
BCYSCE405-52 Graduation Project Implementation A g 5 e i English 2 1 3 34 66 100  4.00
BCYSCEA402-52 Digital Forensics il ALY Englh 2 3 1 3 79 96 175  7.00
BCYSCE404-S2 10Ts and Cybersecurity PEFIRN PRI pery-] English 2 3 1 3 79 96 175  7.00
BCYSCE403-S2 Reverse Engineering-Malwares Analysis o) gl English 2 3 1 3 79 96 175 7.00
Total 8 0 11 2 4 15 334 96 750 30.0
Total 85 0 91 5] 20 141 2921 2359 6000 240.0
ote e de ould complete 4 weeks o e ps to e requireme 0 degree
Class Lecture B Basic learning activities SWL: Student Workload
Laboratory Module type C Core learning activity SSWL: Structured SWL
Practical Training S Suport or related learning activity USSWL: Unstructured SWL
Tutorial E Elective learning activity

Online lecture
Seminar

Note: Columns O, Q and R are progrmaed, protected and should not be edited
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Must be 240 ECTS







