Department of Cyber security and Cloud computing Engineering Technology

1- About the program
Program Aim:

1. Preparing technical and engineering cadres with a high level of understanding, knowledge, and academic
and technical preparation that combine engineering perceptions, technical creativity, scientific skill, and
implementation quality in engineering cyber security technologies and cloud computing.

2. Prepare technical and engineering cadres responsible for building, designing, and protecting enterprise
IT systems to prevent data breaches and keep them safe from hackers, viruses, and other potential
problems.

3. Permanent development of study programs through cooperation with Arab and international academic
Institutions to suit the requirements of Iragi and local cyber and national security programs and the needs of
the labor market and provide a suitable environment for theoretical and practical teaching using the latest
educational means.

4. Continuous qualification of the capabilities of faculty members, technicians, and administrators in the
department through participation in seminars, conferences, and workshops held by the department or
corresponding departments in local and international universities.

5. Cooperate with the departments to follow up on the department graduates and continuously evaluate
their performance after graduation to ensure effective contribution to the market labor under a plan and a
future vision to develop and expand the circle of market lobber participation.

6. Providing technical and academic consultancy in cybersecurity and cloud computing.

7. Adopting influential theories to develop the department's capabilities in conducting research and studies.
Furthermore, able to adapt to various working conditions and keep pace with the rapid developments in the
field of specialization while respecting the profession's ethics. Moreover, preparing the requirements of
study to comply with the quality standards in the Ministry of Higher Education and Scientific Research
through graduates equipped with various knowledge that qualify them to excel in their field of work

Medium and Course Assessment

The program is based on the course system. The Cyber security and Cloud Computing Engineering
Technologies program extends over four academic years and grants a bachelor's degree in Cybersecurity
Engineering Technologies and Cloud Computing

Graduation Requirements

Students are required to successfully complete 42 courses (172 credits), including one capstone project.

Those who have failed a course are allowed a second attempt and those who failed again are required to
retake it.

2- Curriculum Structure

Summary of hours for the Department of Cyber security Technologies Engineering and Cloud
(Computing - Courses - approved (compulsory
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33
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28
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42
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30

25
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Summary of hours for the Department of Engineering Technologies of Cybersecurity and Cloud
Computing - Courses -selectives (the student must choose 21 units)
units Practical hours theoretical hours stage
12 8 8 1 stage
6 4 4 2 stage
6 4 4 3 stage
6 4 4 4 stage
30 20 20 the total

Summary of hours for the Department of Cybersecurity Technologies Engineering and Cloud
Computing - Courses (Total)

units Practical hours theoretical hours stage
57 32 40 1 stage
48 30 34 2 stage
48 30 32 3 stage
46 34 32 4 stage

199 126 138 the total

3- Courses
level one
Curricula for the specialization of cyber security technologies engineering and cloud computing
The first academic level (for the first semester and the second semester) (45) credit units, at a rate of 22 units per semester
code number of units | The number of | The number Course Name Requirement
prh"’gﬁ'r‘;a' of tﬁourfst'cal The name is in English The name is in Arabic type
NTU101 2 0 2 English language 1 1 4 sy asl)
NTU102 2 2 1 Fundamentals of programming 1 Qs
NTU103 2 2 1 Computer programming 2 cigula the
NTU104 2 0 2 Human rights and Democracy Abl jian s GVl 358 | University
NTU105 2 0 2 Arabic language (sl ) 4y e 4
NTU106 Physical Education (g raa)) dxly
TEMO107 Physics (okaal) el
TEMO108 2 0 2 Mathematics 1 1 lusly)
- : : the college
TEMO109 2 2 1 Engineering drawing R A )
TEMO110 2 0 2 Mathematics 2 2 Sl
CCT111 3 2 2 Fundamentals of Electrical Engineering 4l yeSll Al (salaa
CCT114 3 2 2 Digital Circuits Design Al Sl sl arenal
CCT115 3 2 2 Computer organization Caulall S i
CCT117 3 2 2 Introduction to Digital logic ) ghidl aul
CySCT119 2 0 2 Introduction to Sociology glaia¥i ale ) dasia Section
CySCT113 3 2 3 Data structure by JSLa
CySCT112 3 2 2 Probability and Statistics i)y slany
CCT116 1 2 0 Electronic workshop Ay ySIAL,
CySCT114 3 2 2 Elective 1(Microprocessor and Assembly Language) (o)) dypuls 5
CySCT214 3 2 3 Elective 2 (Foundation of Cyber Security) S omad) ¥l A g5
CCT128 Elective 3 (Computer Application) (ks)) o gulall Cildpdas
CCT129 Elective 4 ( Computer Software) (o)) gulall tilina
45 24 33 Total semester units for the first level (first semester, second semester)
level two
Curricula for the specialization of cyber security technologies engineering and cloud computing
The second academic level (for the first semester and the second semester) (42) credit units, 12 units per semester
code grader number of units The number of | The number of Course Name Requirement
practical theoretical type
hours hours The name is in English The name is in Arabic
NTU200 NTU101 2 0 2 English language 2 2 4 s 4l the
NTU201 2 0 2 Cyber Ethics Slopadl GaY) dige CLEDIA) University
TEMO202 3 0 3 Discrete Mathematics 3 3 by,
CCT213 1 2 0 Summer Training 1 1 Arall )il the college
TEMO203 TEMO202 3 1 3 Advance Discrete Mathematics 4 4 Sl
CCT206 3 2 2 Computer Architecture smlall 4 jlers
CySCT207 2 2 1 Python and Cyber Programming omd) eV ¢ sl Ana
CCT215 3 2 2 Operating systems s Akl
CCT208 2 2 1 Data Base Systems bl ac ) 58 Akl
CySCT209 2 2 1 Hardware Devices of Cyberspace o) e Ladlll 8 4palall 3 3¢y
CCT210 3 2 2 Computer Electronics el el Section
CySCT211 3 2 2 Fundamentals of Cloud Computing Aplaal) A nd) byl
CCT212 3 2 2 Computer Networks 1 1 cpulall cilsul
CySCT215 CCT212 3 2 2 Introduction to Computer Security Gsmlall Gl () dasia
CySCT218 2 2 1 Network Administration ol 5 )l
CySCT217 CCT208 3 2 2 Database Security bl ae ) 8 dakail (yal
CCT216 CCT215 3 2 2 Advance Operating Systems L) (Aeaiie Jds dakail)
CySCT208 Elective 1 (Java and Cyber Programming) GO (Amad) a5 Ulal) das )
CySCT209 Elective 2 (System Administration) sl (a3l
42 28 28 Total semester units for the second level (first semester, second semester)




Level three

Curricula for the specialization of cyber security technologies engineering and cloud computing

The third academic level (for the first semester and the second semester) (42) credit hours, 20 hours for each semester

code grader number of The The Course Name
units numba_ar of numbe_r of Requirement
practical theoretical
hours hours The name is in English The name is in Arabic type
NTU310 2 0 2 Methodology of Scientific Research - 1 I- aladl Cand) e
NTU301 2 0 2 English for Information Technology 3 3 4 s Al the
University
CCT312 1 2 0 Summer Training 2 2 (shnall cy il the coll
NTU302 2 0 2 Technical and Scientific Writing1 1 Al 5 dpalall LUK s ° coTede
CCT302 3 2 2 Cryptography Fundamentals ) s
CySCT303 3 2 2 Introduction to Hardware Security Aalall 3 3¢l (el (A dadia
CCT304 3 2 2 Embedded and Real Time System Design Sl gl g Gaad) AalaiV) avenss
CySCT305 3 2 2 Introduction to Digital forensics )l Apliad) ALY 8 A
CCT306 3 2 2 Signal and Systems Tk g ol jLay)
CySCT307 | CySCT211 3 2 2 Cloud Computing Security Al A o) (el
CCT308 2 2 1 Secure Software Development) (Writing Secure Codes (Y 5a ) AS) A5aY) e )y o) Section
CySCT309 3 2 2 Mobile and Wireless Networks 2 (A ganal) y ASLY) l0il ) 2 o guilall Sl
CySCT310 3 2 2 Practicing Cybersecurity: Attacks and Countermeasures | siicaall julaill s Cilangl) : Sl yuad) 5eY) 4 jlas
CySCT311 3 2 2 Secure Operating Systems Jpudal) dalail Al
CySCT312 Elective 1 (Engineering Analysis) Luigl) c3lall ] 5 jlial
CySCT313 | CySCT309 3 2 2 Mobile and Wireless Networks Security AL i)y J) ad) Sl oyl
CySCT314 Elective 2 (Internet of Things) (s o il ) 2 s laal
CySCT311 | CySCT208 3 2 2 Secure Web Development Yl gl g ki
42 26 29 Total semester units for the third level (first semester, second semester)
Level four
Curricula for the specialization of cyber security technologies engineering and cloud computing
The forth academic level (for the first semester and the second semester) (40) credit hours, 20 hours for each semester
code grader number of The number | The number Course Name .
units of practical of theoretical Requirement
hours hours The name is in Arabic The name is in Arabic type
NTU401 NTU301 2 0 2 English Language for Information Technology 4 4 4, 5l 45 th
NTU410 2 0 2 Methodology of Scientific Research -2 2- alall ol i Univeersi ¢
NTU402 NTU302 2 0 2 Technical and Scientific Writing 2 2 Al g dsalal) ALK sl y
TEMO402 2 2 1 Information Technology Project Management il slaall Ln 5l 915 2 jlia B )1
TEMO403 2 4 0 Projectl (Red Team Offensive) 1 g8 LaeEelEeE
TEMO414 2 4 0 Project 2 (Blue Team Defenses) 2§ 5 e
CySCT404 3 2 2 Malware Analysis (Reverse Software Engineering) (BanSall eyl dsain) 3 jliall el yall Jidas
penetration testing and Vulnerability Analysis (Ethical La ill) Coaall Jalas Jolas g (31 A1 sl
2 2 1 . L
CySCT405 Hacking) (DY)
CySCT406 3 2 2 Intrusions Detection Systems Jlall Cad dala]
CCT407 3 2 2 Artificial intelligence and Cyber Security Fomdl eVl el 1S3
CySCT408 3 2 2 Social Engineering and Social Network Security Lo Laia ) ISl ol 5 Ao laia Y duaigl)
3 2 2 Secure Communication Protocols ¥ Jlai¥l Y S35 2 | Section
Hardware Design with FPGAs: Secure and Aial dadail [FPGAS plaaiuli 3 jeaY) asenal
3 2 2 .
CySCT410 Trustworthy Systems A5 s g
Cyber Security Risk Assessment Treatment, and NN " . % L
— 3 2 2 Reporting Lo &3V 5 Liallaa g (I sandl (a1 lalia oy
CySCT412 Elective 1 (Power system and Smart Grid) (S Agl) 5 ddldal) allad) ] (g ksl
CySCT413 | CCT304 3 2 2 Security of Embedded systems daeadll Aalai¥) (4l
CySCT414 Elective 2 (Data Hiding and Steganography) (Sloslrall glad) 5 bl lad)) 2 (5 jkaal
CySCT409 2 2 1 (Host Based cyber defense) Capadll o LA S jundl g Ul Aaa|
40 30 25 Total semester units for the fourth level (first semester, second semester)




elective subjects for the Department of Cyber security Technologies Engineering and Cloud Computing, 21 credit units only

code grader number of The number The number Course Name
units of practical of theoretical Requ irement
hours hours The name is in Arabic The name is in Arabic type
NTUO001 2 0 2 Arabic Language dwye 4a) | the University
NTU002 2 2 1 Physical Education FICATY credlgrr::)yu 52
NTU107 2 0 2 French Language Jow 8 4zl
CySCT119 2 0 2 Introduction to Sociology (3 5ai) (B el painadl ) glaia¥l ale () daie
CySCT112 2 2 1 Statistics and Probabilities laiaYl 5 elasyl
CySCT218 2 2 1 Network Administration il 5 )
CySCT217 | CCT208 3 2 2 Database System Security L) ae ) @ dalai) oyl
CCT308 3 2 2 Engineering Analysis Touaigll Ul
CySCT313 | CySCT309 2 2 1 Mobile and Wireless Networks Security AL sl 5 ) pall &l Al
CCT008 2 2 1 Internet of Things L i )
CySCT311 3 2 2 Secure Web Development OeY) cu gl y gkl
CCT010 3 2 2 Secure Communication Protocols oY) Jlaty) Y S g g g
CySCT412 2 2 1 Power system and Smart Grid AN Al 5 dsal) HUas
CySCT414 2 2 1 Security of Power system and Smart Grid AN A%l 5 A8l QUs (yal
CCT012 3 2 2 Security of Embedded systems Gaadall LalaiV) (gl
CCTO013 3 2 2 Algorithms Design& Analysis Slae ) &l Jilat g aranal
CCT306 3 2 2 Engineering Control 8 ki Section
CCT305 3 2 2 Communication Fundamentals <YL el | credit hours 21
CCT404 3 2 2 Information Theory o sleall 4y s only
CCT307 3 2 2 Digital Communications Jaadd LAty
CCT012 3 2 2 Optical Communication 34 pead) YLa3YI
CCT209 3 2 2 Measurements& Sensors Clsadall g cutolaal)
CySCT013 3 2 2 Data Hiding and Steganography o glaall £33 5 cililull ¢ lad)
CySCT113 3 2 2 Data structure lily JSLa
CySCT112 3 2 2 Microprocessor and Assembly Language Ay gula il g
CCT116 1 2 0 Electronic workshop dnp sllad
CCT216 CCT215 3 2 2 Advance Operating Systems Radiia s dalai)
CySCT208 | CySCT207 3 2 2 Java and Cyber Programming ol a1 5 Lilad) daa
CySCT214 3 2 2 Foundation of Cyber Security S oamall ¥ A 590
CCT128 2 2 1 Computer Application) O gulal) il
CCT129 3 2 2 Computer Software) Gulall Sl
CySCT209 2 2 1 System Administrator (Sl alai ) alail) 3 BN




