Republic of Irag - Ministry of Higher Education and Scientific Research

Bachelor's degree in Cybersecurity and Cloud Computing techniques Engineering

Northern Technical University

Four years (Eight semesters) - 240 ECTS credits - 1 ECTS = 25hr
Program Curriculum (2023 - 2024)
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BCYSCE301-S1

English Language

L A

Module Code Module Name in English Al ) Balal) ) Language
BCYSCE100 51 Mathmatics Cilaualy I English
BCYSCE105-51 Linux Administrator Wil 5l English
BCYSCE102-51 Fundamentals of Programming A Sl English
BCYSCE104-S1 Fundamentals of Electrical Al el dsaigl) Sbpusls) English

Engineering
BCYSCE103-51 Introduction to Sociology glaia¥l ale ) daxia Arabic
Total

Module Code Module Name in English D) A1) Balal) ) Language
BCYSCE101-S2 Digital Electronics P BURER TSN English
BCYSCE106-S2 Introduction to Probability and Statistics PP PRATER i DXy English
BCYSCE107-S2 Object oriented programming Al daa pll English
BCYSCE108-52 Introduction to Cyber security Engineering Sl Ga¥) Ausria Sl English
BCYSCE109-52 Human rights and Democracy Agka) jiasd g lasi) (3 séa Arabic

Total

Module Code Module Name in English L)yl Balal) ) Language
BCYSCE200-S1 Computer Electronics Gpalall s g English
BCYSCE205-S1 Discrete Math Aakaiiall il 5l English
BCYSCE202-S1 Database system Sl ae ) 58 dalai) English
BCYSCE204-S1 Python Programming for Cybersecurity Sl G & Sl Ana g English
BCYSCE203-S1 Operating Systems Ui alas English
BCYSCE201-S1 Network |nnaslruculjrehand Administration \;‘S_A.ﬂ‘} gl S3ea¥l 50 ke English

a
Total

Module Code Module Name in English A) a1} Balal) ) Language
BCYSCE200-S2 | Computer Networks [EPINREIT.S English
BCYSCE205-S2 | Data structures Sl JSLa English
BCYSCE202-S2 | Database security i) ael 58 Ralail dgial English
BCYSCE204-S2 | Computer Organization and Architectures Caulall & lane s S 5 English
BCYSCE203-S2 | Network Security Sl el English
BCYSCE201-S2 | Cybersecurity Professional ethics el Y A English

Total

Module Code Module Name in English Ll ) Balal) ) Language
BCYSCE300-51 Introduction to Cryptography Sl ) desie English
BCYSCE305-S1 Introduction to Hardware security s e el ) dasie English
BCYSCE302-S1 Digital Signal Processing ERUEST-NEW PR English
BCYSCE304-S1 Mobile and wireless networks Aliinal) 5 AL Sl English
BCYSCE303-51 Fundamentals of Cloud computing Ttandl A sl ilaulas) English

English

Total

CL

CL

CL

CL

SSWL (hriw)

(hriw) Lect (hr/iw) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hr/w)
3 1 1

2 3 1

2 3 1

2 3 1

2

11 0 9 0 1 4

SSWL (hr/w)

(hr/w) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hr/w)
2 3 1
2 2 1
2 3 1
2 3 1
2

10 0 11 0 0 4

SSWL (hr/w)
(hriw) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hr/w)
2 3

2 1
2 3
2 3
2 3
1 2
11 0 15 0 0 0

SSWL (hriw)

(hr/w) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hr/w)
2 3 1
2 3

2 3 1
2 3

2 3 1
2

12 0 15 0 0 3

SSWL (hr/w)
(hr/iw) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hr/w)
2 2

2 2 1
2 2

2 2 1
2 2 1
2

12 0 10 0 0 3

Exam sswi YSSW g
brsen hr/sem hr/sem hr/sem
3 64 61 125
3 79 96 175
3 79 96 175
3 79 96 175
3 33 67 100
15 334 750
Exam  SSWL USLS W swe
e hr/sem hr/sem hr/sem
3 79 96 175
3 64 61 125
3 79 96 175
3 79 96 175
3 33 67 100
15 334 416 750
Exam sswi 57" swi
hr/sem pr/sem hrisem hr/sem
3 78 47 125
3 48 52 100
3 78 47 125
3 78 72 150
3 78 72 150
3 48 52 100
18 408 342 750
Exam  sswi 3" swi
hr/sem pr/sem hrisem hr/sem
3 79 46 125
3 78 47 125
3 79 71 150
3 78 47 125
3 79 71 150
3 33 42 75
18 426 324 750
Exam  SSWL UD.DW SwL

hr/sem pr/sem hrisem hr/sem

3 63 87 150
3 64 86 150
3 63 37 100
3 64 61 125
3 64 86 150
3 33 42 75

18 351 399 750

Module

Prerequisite

ECTS Module(s
ee "o
5.00 S
7.00 B
7.00 B
7.00 C
4.00 C
30.00 25
Prerequisite
ECTS M?;’:;e Modzle(s)
Code
7.00 B
5.00 C
7.00 C
7.00 B
4.00 C
30.00 25
Prerequisite
ECTS M?;’:;e Modzle(s)
Code
5.00 C
4.00 C
5.00 S
6.00 C
6.00 C
4.00 C
30.00 26
Prerequisite
ECTS M?::;e Modzle(s)
Code
5.00 C
5.00 C
6.00 C
5.00 C
6.00 S
3.00 B
30.00 30
Prerequisite
ECTS M;’;:;e Mod?jle(s)
Code
6.00 C
6.00 C
4.00 S
5.00 C
6.00
3.00 C
30.00 25
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Level Semester No.
1
2
3
One 4
5
6
Four
Semester No.
1
2
Two 3
4
5
CcL
Lab
Structured SWL  Pr
(hriw) type Tyt

B ) SSWL (hr/w) Exam SSwL 2>V swi
Module Code Module Name in English A 32t} Balal) ansl Language ECTS
CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hriw) Tut (hr/w) Semn (hr/w) NI/S€m  prisem hrisem hr/sem
BCYSCE300-52 Mobile and wireless networks security Aiial) 5 LELUI S il English 2 2 1 3 64 61 125  5.00
BCYSCE305-52 Secure software development L) Sl sk English 2 2 3 63 62 125 5.00
BCYSCE302-S2 Operating system security el plas el English 2 2 1 3 64 61 125  5.00
BCYSCE304-52 | onond CYDETSectily: Atiacks and Sl a5 hangl Englsh 1 2 1 3 49 76 125 500
nuintermeactires lah
BCYSCE303-52 Engineering Analysis Lrigll St English 2 2 3 63 37 100  4.00
BCYSCE301-52 Cloud Computing security i) f sl il English 2 2 1 3 64 86 150  6.00
Total 11 0 12 0 0 4 18 367 383 750 30.00
) ) SSWL (hriw) Exam  sswL > swi
Module Code Module Name in English Al 32t} Balal) ansl Language ECTS
CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hriw) Tut (hr/w) Semn (hr/iw) NI/S€m  prisem hrisem hr/sem
BCYSCE400-51 Intrusions Detection ERAERETS Englsh 2 3 3 78 72 150  6.00
BCYSCE405-S1 Research Methodology JERUE L English 2 1 1 3 49 26 75 3.00
BCYSCE402-S1 Al for Cybersecurity Engineering ol Ga¥) 8 elilaaY) clSH) English 2 3 1 3 79 71 150 6.00
BCYSCEd04-51 | ' CUCINg CYDETSECUNIY: ETNICATHACKING | s s daotayi i il g | VOIS 1 3 3 63 112 175  7.00
and \/ulnerahilitv | ah _
BCYSCE403-S1 Cloud Application Atand i sl il English 2 3 1 3 79 46 125  5.00
BCYSCE401-51 Graduation Project Design ZAD g 5 ske praad English 2 1 3 34 41 75 3.00
Total 9 0 12 2 1 4 18 382 368 750 30.0
) B SSWL (hr/w) Exam sswL >V swi
Module Code Module Name in English Al yal) Balall ) Language X ECTS
CL (hriw) Lect (hriw) Lab (hr/w) Pr (hr/w) Tut (hriw) Semn (hr/iw) hr/Sem hrsem hrisem hrisem
BCYSCE400-52 IT Project Management e shel L 55 g e 53 English 2 2 3 63 62 125  5.00
BCYSCE405-S2 Graduation Project Implementation A g 5 pha deis English 2 1 3 34 66 100 4.00
BCYSCE402-52 Digital Forensics PORRINT English 2 3 1 3 79 96 175  7.00
BCYSCE404-52 10Ts and Cybersecurity el ey LB s ) English 2 3 1 3 79 96 175  7.00
BCYSCE403-S2 Reverse Engineering-Malwares Analysis feSaliiah English 2 3 1 3 79 96 175 7.00
Total 8 0 11 2 0 4 15 334 96 750 30.0
Total 84 0 95 4 2 26 135 2936 2328 6000 240.0
ote de ould complete 4 weeks o e ps to e requireme 0 eB elor's degree
Class Lecture B Basic learning activities SWL: Student Workload
Laboratory C Core learning activity SSWL: Structured SWL
- — Module type . o
Practical Training S Suport or related learning activity USSWL: Unstructured SWL
Tutorial E Elective learning activity

Lect Online lecture

Sem

Seminar

Note: Columns O, Q and R are progrmaed, protected and should not be edited

Module
Type

O n o o000

Module
Type

C

O 000 n

Module
Type

C

O 000

Prerequisite

Module(s)
Code

27

Prerequisite

Module(s)
Code

28

Prerequisite

Module(s)
Code

25

Must be 240 ECTS
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NTU100 1 0 1 Human rights SVl (3 58a
NTU101 2 0 2 English language 1 1 4 syl asl
NTU102 2 2 1 Principle of programming 1 1 sl il Ll
NTU103 2 2 1 Principle programming 2 2 ciguls sss | 0 Jaalall
NTU104 2 0 2 Arabic language A e asl ’
NTU106 1 0 1 Democracy bl jiaps
NTU105 2 1 1 Physical Education Al Lakl
. s . $JI
NTU107 2 0 2 French language s 8 45
TEMO100 3 2 2 Fundamentals of Electrical Engineering A0 el Luxighl (ol
TEMO101 3 0 3 Mathematics 1 1 obualy)
TEMO102 3 0 3 Mathematics 2 2abualy | ok S
TEMO103 3 2 2 Engineering drawing [ il oY) £
TEMO104 1 2 0 Engineering workshop DY)
TEMO105 2 2 1 Physics sbd | gokaal
CySCT100 3 2 2 Digital Circuits Design L il sall ppanad
CySCT101 3 2 2 Computer System gulall allal 1 55
CySCT102 3 2 2 Introduction to Digital logic 8 Ghaiall (sl
CySCT103 2 0 2 Introduction to Sociology glas¥iale M aasia | ksl
CySCT104 3 2 2 Data structure Glily JSba )
CySCT105 3 2 2 Probability and Statistics Alaia¥l 5 elaa
CySCT106 3 2 2 Linux Administration oSil 5l
CySCT107 3 2 2 Foundation of Cyber Security Somedl el Ase | g SR
CySCT108 3 7 ) Microprocessor and Assembly Language Ay gula il g
43 23 32
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NTU200 NTU101 2 0 2 English language 2 2450 A | s tal
— - = - Azalall

NTU201 2 0 2 Professional Ethics g L8 )
TEMO0200 3 0 3 Mathematics 3 3 Sl

TEMO201 | TEMO200 3 0 3 Mathematics 4 4 sl | gkl 49y
TEM0202 1 2 0 Systematic Training 1 | (gl il

CySCT200 3 2 » Computer Architecture bl 4 jlasa

CySCT201 2 2 1 Python and Cyber Programming Slomadl ¥l o Sl A

CySCT202 3 2 2 Operating systems i kil

CySCT203 2 2 1 Data Base Systems Slill ae | 8 dakail | (5 )kl
CySCT204 2 2 1 Hardware Devices of Cyberspace Sl eladlll 8 Ll 5 362

CySCT205 3 2 2 Computer Electronics el 5 <l )
CySCT206 3 2 2 Fundamentals of Cloud Computing Al A sal) il

CySCT207 3 2 2 Computer Networks 1 1 cpuladl Sl

CySCT208 | CySCT207 3 2 2 Introduction to Computer Security el el I Aadia

CySCT209 2 2 1 Network Administration Sl 5l

CySCT210 | CySCT203 3 2 2 Database Security ULl ae |8 Aakail

CySCT211 | CySCT202 3 2 2 Advance Operating Systems Aadiia 5l Aakail

CySCT212 2 2 1 Elective 1 (Java and Cyber Programming) GO (Fomadl oYl Balldas ) | (5 kaal
CySCT213 2 2 1 Elective 2 (System Administration) s (pUaill 5 )l
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NTU300 2 0 2 English 3 3 AT | g Al
TEMO300 1 2 0 Systematic Training 2 2 gl cupall | bl A
CySCT300 3 2 2 Cryptography Math il Sl
CySCT301 3 2 2 Introduction to Hardware Security alall 5 gV dyial 8 dadia
CySCT302 3 2 2 Embedded and Real-Time System Design ifiall il A acaall AaaiV) araal
CySCT303 3 2 2 Introduction to Digital forensics Aad )l 000 YY) A Ladia
CySCT304 3 2 2 Signal and Systems Lalaily ol sy
CySCT305 | CySCT206 3 2 2 Cloud Computing Security Apladl d sadl o
CySCT310 Secure Software Development) (Writing Secure el ) A0V il ) 5h)
2 2 1 Shk
Codes ((AY)
i s 3 2 2 Mobile and Wireless Networks 2 el aiasly 2 Hﬁ\gjﬁ: S il
CySCT312 Practicing Cybersecurity: Attacks and ol g laagl 1 S paad) (a1 A jlaa
2 2 % Countermeasures saliaall
CySCT313 3 2 2 Secure Operating Systems il dakail 4l
CySCT314 3 2 2 Secure Web Development R T T
CySCT315 | CySCT311 3 2 2 Mobile and Wireless Networks Security LSLA el 5 Jlpall SlSad ol
CySCT316 3 0 3 Cryptography Fundamentals ol e
CySCT317 2 0 2 Technical and Scientific Writing1 1 Al 5 dalad) LUSH s
CySCT318 2 2 1 Elective 2 (Internet of Things) (bald¥) oyl ) 2 bl Laal
CySCT319 2 2 1 Elective 1 (Engineering Analysis) Lotigh SO | g taal | 977
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NTU400 2 0 2 English Language 4 440 | gl | Asala
NTU410 2 0 2 Methodology of Scientific Research el Sl =i
TEMO0400 2 2 1 Engineering Management Asaia 3
TEMO401 2 4 0 Project1 1gssde | @bl | A
TEMO402 2 4 0 Project 2 2500
Malware Analysis (Reverse Software Gliaapll divia) 3 lall mal i Jidas
CySCT400 3 2 2| Engineering) Y e (S
’ 2 | penetration testing and Vulnerability Analysis Canuall Jalas J:elafu Jbi'a?!\ )L,fx'a\
CySCT401 (Ethical Hacking) (A8 daa all)
CySCT402 3 2 2 Intrusions Detection Systems Jlaall Cal€ Ak
CySCT403 8 2 2 Artificial intelligence and Cyber Security Slomd) ga¥l 5 e lilal) (KA
3 ) ) Social Engineering and Social Network Ll el Mr—bua\l‘ Al s
CySCT404 Security delaiayl o
CySCT405 3 2 2 Secure Communication Protocols ¥ Juai¥l Y S35 Pl
3 2 5 Hardware Design with FPGAs: Secure and Wbl :FPGASs a‘-b-u\-: 5 el eu*é-l
CySCT406 Trustworthy Systems A8, 5 a5 Al
3 5 ) Cyber Security Risk Assessment Treatment, Leiallas y (i yuadl () )-‘n\—u i
CySCT407 and Reporting e ¢30V
CySCT408 | CySCT302 3 2 2 Security of Embedded systems Lol Aaki¥l opal
CySCT409 2 2 1 (Host Based cyber defense) Chaad) e Al ) ) gl k)
CySCT410 | CySCT317 1 0 1 Technical and Scientific Writing 2 2 Aguiill 5 dpalel) LCN Gunsd
; o slid) 5 Ll elid)) 1 5 tad
CySCT411 3 2 2 Elective 1 (Data Hiding and Steganography) (hagladd | i)
CySCT412 3 2 D) Elective 2 (Power system and Smart Grid) (RS A, 5 daall JUss) 2 (5 )
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